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Plugin Overview

The Hanwha OpenVideo integration consists of a COM component or “Translator” that is dynamically
loaded by the OnGuard applications to realize live/recorded video and server events (Online/Offline/
Disk Space) in OnGuard. The Translator utilizes the LenelS2 OnGuard OpenVideo - Recorder interface
and the Hanwha video SDK to integrate the two systems.

Specifications and Requirements

LenelS2 OnGuard

» Version 8.2 (8.2.524.126)
- OAAP/LDVR Camera Channels licenses (DV-CH-xxx)

Wisenet WAVE VMS
- Version5.14
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Section 1: Preparing Wisenet WAVE VMS for integration

into OnGuard

In order for OnGuard to properly access the cameras registered to your Wisenet WAVE system,
the creation of a new user and user role is recommended. This will allow you to assign the
appropriate privileges and choose which cameras within your Wisenet WAVE system will be
used with your OnGuard integration.

Creating a New User for your OnGuard Integration

@ Create a new user in Wisenet WAVE through your Wisenet WAVE client. (In this
example, we created a user called “onguard”)

Q For Role, select “Custom” then “Edit Roles”.

Hanwha

Vision

W New User... - Wisenet WAVE Client

onguard

Live Viewer

Edit Roles...

Cancel
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© Click on "New role".

w User Roles - Wisenet WAVE Client ? X

Q Give the new role a name. (In this example we named it "ONGUARD".)

W User Roles - Wisenet WAVE Client rf ®

2. ONGUARD

Delete Role

9 Under the "Permissions" tab, enable all available check boxes.

W User Roles - Wisenet WAVE Client rf ®

2. ONGUARD

New role
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G Under the "Cameras & Resources" tab, select the cameras that you would like to integrate
into OnGuard.

w User Roles - Wisenet WAVE Client ? X

2, ONGUARD

New role

@ Click "OK" to save the new Role and exit the setup window, returning you to the "New
User" window.

@) Select the role you have just created as your user role.

W New User... - Wisenet WAVE Client ? X

onguard

LA LI L L]

ONGUARD Edit Roles...

Cancel
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© Click on the popup menu (denoted by three dots) in the lower left corner of the window
and selct "Allow digest authentication for this user". (This is needed in order to properly
view video in OnGuard.)

W New User... - Wisenet WAVE Client ? X

onguard

LLLL L L L]

ONGUARD Edit Roles...

Cancel

Allow digest authentication for this user

() If prompted, reenter the password for this user and click "OK" when done.
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Section 2: Plugin Licensing
Activating the Wisenet WAVE OnGuard Video Integration License

This license validation is handled through the HVA License Manager service running on your
OnGuard Server or on a different server within the network. In order to use the OnGuard
Integration Plugin for Wisenet WAVE VMS, please ensure that your user license has been
validated for use with the target system.

@ Order the Wisenet WAVE OnGuard Video Integration license
(WAVE-VIDLENELOG-INT) through the distributor.
@) Receive the License Key via e-mail

@ Download the Hanwha Vision America License Manager found in the
Products (Software Integrations) tab at https://hanwhavisionamerica.com/

@ |nstall the HVA License Manager
© Input the License Key to activate license

ﬂ HVA Licensing Manager V1.1.1.0 - Running - b4
File Tools Help
Active Licenses

License Key Product Expires Status
BSSIQ-218B8-00BAE-00E8S-USS... | Wisenet WAVE Lenel OnGuard O... |Lifetime Activated

This software is
1 activated license(s)

New License

Internet Activation Manual Activation

License Key ¥ ¥ 5 7 |

For more information regarding the installation and use of the HVA License Manager, please
refer to the HVA License Manager user manual, found at hanwhavisionamerica.com/
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Section 3: Installing the OnGuard Integration Plugin for
Wisenet WAVE

The installation file is located in the ‘prerequisites’ folder of LenelS2’s ‘8.2_Accessory_Add-On_
for_Hanwha WAVE_1.0.2

**NOTE: The ‘8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.2’ package is provided
by LenelS2

@ Run the HanwhaOnGuardinstaller.msi and click “Next”

" Hanwha Video OnGuard Integration Setup - X

Welcome to the Hanwha Video OnGuard
Integration Setup Wizard

The Setup Wizard will install Harwha Video OnGuard
Integration on your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

Cancel

@) Enter the Host and Port for the HVA License Server. Then click “Next”.

[ "8 Hanwha Video OnGuard Integration Setup x
License Server
Please enter license server details
Host:

Port:
|?111
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Click “Install” to begin installation.

¥ Hanwha Video OnGuard Integration Setup = *

Ready to install Hanwha Video OnGuard Integration @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Clid: Cancel to exit the wizard.

Cancel

Click“Finish” to exit the Wizard.

|58 Hanwha Video OnGuard Integration Setup — et

Completed the Hanwha Video OnGuard
Integration Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Section 4: Installing the OnGuard Accessory Add-on for
Wisenet WAVE
The installation file is located in LenelS2’s ‘8.2_Accessory_Add-on_for_Hanwha WAVE_1.0.2’

**NOTE: The‘8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.2’ package is provided
by LenelS2

@ Run the Setup.exe file

8.2_Accessory_Add-0n_for_Hanwha WAVE_1.0.0 - InstallShield Wizard

Preparing to Install...

8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.0 Setup is
preparing the InstallShield Wizard, which will guide you
through the program setup process. Please wait.

Extracting: 8.2_Accessory_Add-On_for_Hanwha
WAVE_1.0.0.msi

@) After confirming that HanwhaOnGuardinstaller.msi was installed, press “OK”

Add-On Requirement >

Please make sure HanwhaOnGuardinstaller v1.0.0.0.msi
provided inside the prerequisite folder of this Add-on is
installed prior to running the Add-on installation.

If this prerequisite has not been met, exit the add-on and run
Windows update prior to continuing.
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©) Click“Next”to begin the installation.

ﬁ 8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.0 - InstallShield Wizard

Please read the following license agreement carefully.

This package contains OnGuard 8.2 add-on components, which enable
8.2_Accessory_Add-On_for_Hanwha WAWVE_1.0.0 support.

Installation of these components requires this package to communicate with the
OnGuard 8.2 database. During this add-on installation the database entry of this
add-on will occur automatically using the OnGuard Login Driver. This add-on should be
applied to each OnGuard 8.2 system,

Click Install to begin the installation.

InstallShield

build 1.0.0 Cancel

@ Click“Finish”to exit the Wizard.

ﬂ 8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.0 - InstallShield Wizard b4

Instalishield Wizard Completed

The InstaliShield Wizard has successfully installed
8.2 Accessory_Add-On_for Harwha WAVE_1.0.0. Click Finish
to exit the wizard.

buid 1.0.0 <Back Cancel

© Refer to the Add-on_ReadMe file for LenelS2 OnGuard’s Accessory Add-on

instructions.
i » 8.2_Accessory_Add-On_for_Hanwha WAVE_1.0.2 » v O
-~
Name Date modified Type Size
3+ Quick access
rerequisites 8/26/2024 3:03 PM File folde
I Desktop * o prerequl - : !
|=| Add-On_ReadMe 5/22/2024 1:32 AM Text Document 1KB
* Doumicads — #1 " corip 5/22/2024 1:34 AM Application 1,250 KB
5 Documents & EA o qatedatabase 5/22/2024 1:34 AM Application 125 KB
&= Pictures o+
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Section 5: Adding your Wisenet WAVE system to
OnGuard

@ Log into OnGuard'’s System Administration

Apphcation Edit  View Adminstrabon  Access Control Mondonng  Video  Additional Hardware Logical Access  Window  Help

KRB 17 LEFEEA LD BB EEOH &
EREIPLETFEEER T S O3 F iR OE &L

@ Click on the icon for“Digital Video”

Application Edit Yew Admnestrabon Access Contrel Mgntanng Videa Addmional Hardware Logical Access Window Help

Rlaa A5 FRER A0 EIROROIE S 08 &
SRR ware [([Pliwrsod s
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© Click on“Add"to add a new Video Recorder

K} System Administration

System Account - [Digital Video]

Appication  Edft  Wew Adminstrabon AccessControl Mantonng  Video Agdditional Hardware Logical Access

Window  Help -
&]aa A3 FDEF AT LUROCADE B 0B
T R2EaES EFEEER w 3 & & P ®m yBEOE &2

Video Recoier Camera Camera outs Devece - Camera Lirks

Sowce  Werkststion s

Wideo Evert Tt Aodiny Serwose  Archve Sarver  Securty e Proceseing  PTZ Taur Sevver

Vige: Reconder Troe:

Cornection Recondng  ArchwingPugng  Capacty Performance  Falover  Hotes

Gae| TR | Hewm_ 0010 stlected

@ Click“Hanwha WAVE” as the Video Recorder Type

} System Administration - System Account - [Digital Video]
Apphcation  Edt  View Admimstrabon  Access Control  Mandonng  Video Agdditional Hardware Logical Access  Window  Help - 5 x
= = e = m e = =\ o
]|a a1 445 FREF A0 TR OE 806 &
" R BOs BB ER o 3 2 & S B FEOE &
Video Recorder  Camara  Cameea routs Devece - Camers Lk WAoo Evont Tedt  Auiany Sarvose  Achve Server  Secumy  Woeo Processng  PTZ Tour Servar
Source  Workstation Hame:
] BAome
Vides Recorder Tyoe:!
| Detect Undite Lagatifes
=t
FMZD [mngPugng Capacty Peformance Falover Notes
H
T Gl o
™D
T [iee o
ne1 e
TVR 10 fecurder
TVR 4 —‘
VR4 o -
VR&
TVRE)
e 05
Word Tme Zone:
(G T.05:00) Easem Time (US & Canada) -
1 Dartett Savinn
Carenl ] Acgle Help. AdaMote Cooe
P Digtal Vudeo
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© Complete the fields appropriate to your Wisenet WAVE VMS server and click “OK”

Name: Provide a name for the Wisenet WAVE server being added
(® Workstation: Browse for the OnGuard server in your network

© P Address of Video Recorder: Provide the IP address of the Wisenet
WAVE server being added

@) Username: Input the user previously created in Section 1

@ Password: Provide the password for the above Wisenet WAVE user
o Port: Provide port for Wisenet WAVE server (Default is 7001)

K} System Administration - System Account - [Digital Video]

Apphcation  Edit  Wiew
RYE-X: IR
TR BOEOS BR O ER

- fecess Contral

Video Addttional Hardware Logical Access  Window  Help

A5 FEERH ADIBOIEDE & OB &

= o @A B P i®mrEOd A
Wdeo Rocorder Camaa Camera nous  Cameaa Ouipuss Rémsote Momor  Device -Camana Unks  Aarm-Adeo Coniguraton  aseo Evert Ted Aoy Sarvcss  Achive Server  Secumy  'Woeo Procesang  PTZ Tawr Servir

Souce  Wedsstion Hane

Hamha Aorine

Vides Recorder Tioe.

Hanwta WAVE v| Detes Ut Capabiites

Cormecton  Notea
Woksson.
IMSEWEF

() Une Computer Name of Video Focosder

Bowse

Browoe
@ Uss P Addhwes of Wseo Recarder
] 10 0 161
Uner Name:
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0 Right-click the Hanwha Video Recorder and select “Import from Recorder”

Bi¥ System Administration - System Account - [Digital Video]

Application Edit View Administration Access Control Mnitoring Video Additional Hardware Logical Access Window Help. - 8 x
- T =
Rlaa 1?1 ss5rp=g 0 RROED

& 0% &
TR REOOLIEDFENER ORISR S s ErEOH S A

&g
Video Recorder Camera Caméraputs  Camer Outs et ondor  Davics -CameraLinks Al idea Confsrsion Video Evert Text Ay Services rchive Sever Securty  ideo Processing | PTZ Tour Sarver
Source Workstation L
Miimibe accemn Hanwha Orire
a0 Video Recarder Type:
Medity Hanwha WAVE | peat Update Capabies
Delete
Comecton | Notes
Copy. i
Selecttem Vot
oo ACSERVER Bowse.
Select All Use Conputer Name of Voo Recorder
Clear Al Browse.
Use 1P Adress o Vido Recorder
0 0 G
Use e Pt
detros 701
Export To File
import From File
Import From Recorder

Camera Wizard

[ada ] [ | [“oeler| [RGB [

Tof2seected

€@ Select the cameras to import and click “OK”

P S ey 5T
Rlaa A5 FBEFADIBOROE A 0B L
P ROo0sBEFBE =R o 32 & Pid®mypBEOMd &R
e e e o B A s e T TR R 138 S T T RS
:"‘ i = PP ————" x
o Bt A
T — G
= — = o
e TN
" .
A Wowo om0 3
semtot oembcw | [ ] e ren.
] o) (] I [ e =

I System Administration - System Accoun - [Dig
vt 5t e A vion s ok Makarng Voo ot Frdvare Lot Ao W vl -8 x
= YT T B - °
[ &8s A5 FREFH XD IFOIEDE & 06 &
T RTOOLBEDPBEER w3 & 8 P ®m¢yBEOH &8
Mo Comrs Conea s Canea i Pt Mo v -Cone Lk A Gt Wi vt Tot Ay S Ao S Sty i Poceer P12 T S
= Onkee Seirs Oomnd e Cotee e sk lopaBevhion s ) Mo Op)_ ErwaOp)
BB PN 1206200 Ch1- Hamwhs 1 Herhs WAVE 01010361
DOMEEROG: bt 1 bW e
sty Foehe 3 oot Pt
preeyve—— x
[ Y ———————
[rp— o T i T
Commcaon Pt S P12 e =
pry R
Dot i
] (o) (] [N [T6E]  waesovn I .
P Diga Video
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Section 6: WAVE Video functionality in OnGuard

The Hanwha OnGuard video integration provides the following functionality:

« Import of Cameras configured in Wisenet WAVE VMS
+ PTZ camera control and presets

« View live video

+ View recorded video from an alarm

+ Create and delete bookmarks (Video event locking)
+ Seek within a video timeline

« Pause recorded video

» Resume recorded video

« Step frames of paused video

« Fast forward video x2 & x4 speed

« Export of video clips

+ Configuring PTZ Camera Presets and Tours

NOTE: For PTZ control of cameras via OnGuard, please ensure that the WAVE server
containing the PTZ camera is added directly in OnGuard
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Section 7: Hanwha Translator Configuration file

NOTE: Please refrain from modifying this file unless you are fully aware of its
purpose and the implications of any changes.

The configuration file consists of the parameters used for the integration.

Thefile is found in:

C:\ProgramData\Hanwha\HanwhaTranslatorConfig.json

{
“logLevel”:“info’,
“serverCheckinterval”: 60,
“cameraChecklnterval”: 60,
“diskChecklinterval”: 600,
“diskAlarmThreshold": 95,
“licenseChecklinterval”: 60,
“licenseServerHost”: “localhost”,
“licenseServerPort”: 7111

}

The settings are:
LogLevel: Defines the verbosity level of logging, valid values are: “trace’, “debug’, “info”, “warn”.
In production this should be set to “warn”

serverCheckinterval: The interval in seconds that server connectivity is checked. This
controls the latency of any device online/offline event appearing in OnGuard. In production
this should be set to 60.

cameraCheckinterval: The interval in seconds that the camera is checked for being online
and connected to the Hanwha server. This controls the latency of any device online/offline
event appearing in OnGuard. In production this should be set to 60.

diskCheckinterval: The interval in seconds that the Hanwha video server is checked for total
disk capacity used. This controls the latency of the disk threshold event appearing in OnGuard.
In production this should be set to 600.

diskAlarmThreshold: The percentage threshold used to set/clear the disk threshold event.

licenseCheckinterval: The interval in seconds that the Hanwha license is checked for validity.
In production this should be set to 60.

licenseServerHost: The host or IP address of the HVA License Manager. This defaults to
localhost, and can be changed if the license manager resides elsewhere.

licenseServerPort: The port used by the HVA license Manager, defaults to 7111.
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For more information visit us at

HanwhaVisionAmerica.com

O Hanwha

Vision

Hanwha Vision America

500 Frank W. Burr Blvd. Suite 43 Teaneck, NJ 07666
Toll Free:+1.877.213.1222
Direct:+1.201.325.6920

Fax:+1.201.373.0124
www.HanwhaVisionAmerica.com

© 2024 Hanwha Vision Co., Ltd. All rights reserved.

DESIGN AND SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTICE
Under no circumstances, this document shall be reproduced, distributed or changed, partially or wholly, without formal authorization of Hanwha Vision Co., Ltd.

*Wisenet is the proprietary brand of Hanwha Vision, formerly known as Hanwha Techwin.



