APPLICATION NOTE

DN1913-1005
SETTING UP DSC INTEGRATION THROUGH A KT-400 CONTROLLER

The purpose of this application note is to configure the EntraPass system to integrate with the DSC
PowerSeries "™ intrusion panel.

With EntraPass Version 4.03, the intrusion panel may be connected directly to the KT-400. The
integration will allow you to receive events from the intrusion panel, receive partition and zone names,
program user codes, manual arming and disarming of partitions, and viewing a virtual keypad.
Furthermore, with the KT-400 integration we can arm and disarm via a reader using cards.
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Requirements:

= EntraPass Special Edition, Corporate Edition or EntraPass Global Edition (version 4.03 and
above) installed

= If using EntraPass Global Edition, a Corporate gateway or Global Gateway with a dual gateway
feature

» DSC PowerSeries "™ alarm panel and an IT-100 module
= Door contact connected on KT-400

= Arming Input or reader/keypad

= RS-232 cable and 740-1047 adapter (p/n CBLK-IT100)
= KT-400 Firmware 1.02 and above
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APPLICATION NOTE

Hardware Setup:

To connect the IT-100 to the KT-400 and the DSC PowerSeries ™ intrusion panel, follow the steps
below: (For more information please refer to the DSC IT-100 manual)

1) To wire the IT-100 to the alarm panel:

a. Power down the alarm panel.

b. Connect the IT-100 module using a 4-wire KEYBUS connection to the PowerSeries™ intrusion
panel. Connect the RED, BLK, YEL and GRN terminals to the KEYBUS terminals of the
PowerSeries™ intrusion panel.

c. Power up the alarm panel.
2) To connect the IT-100 to the KT-400, refer to last page.

& The IT-100 can be connected at a maximum distance of 98.4ft (30m) at 9600 baud rate from the KT-
400.

EntraPass Setup:
1) Go to the Devices tab and select the Integrated Panel button.
a. In the Integrated Panel tab, make sure the View component hierarchy button is pressed.

b. Choose the gateway that the intrusion panel is connected to under the Gateway drop down
list.

c. Press on the New button and in the English text box, name the device accordingly.

DD a9 S n

d. In the Connection Type drop down list, select DSC PowerSeries, KT-400 Serial
Connection.

e. In the Panel model drop down list, select the type of panel you have.

f. In the Controller selection for pass-through select the KT-400 controller that is connected
to the IT-100.

g. In the Access management drop down list, select if the controller will manage a single
partition (Access managed by partition) or multiple partitions (Access managed by user).
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h. In the Panel Component tab, select the number of zones, partitions and users to be included
in the intrusion panel.

iGeneral Panel Component | RS-232 Information

Zong 3 :
Prartition 2 P
User 4 o

i. Inthe Information tab, enter the master code in the Master code textbox.

NOTE: This code will be used for receiving the programming and updating the alarm panel
with the new user codes. The default Master code in a DSC intrusion panel is 1234.

j. Check the Use 6 digit pins if the intrusion panel is using 6 digit pins.
General Panel Component R5-232 Information

Default user access code

| s

Master access code

kbt

[] use & digits pins

k. Save the configuration.

NOTE: The uploading of the intrusion panel may take 2-3 minutes depending on the programming.
During this time, the intrusion panel will be in programming mode. Once the intrusion panel uploading
has been completed, an event called Panel components upload completed will occur on the
message list.

2) Once the intrusion panel has finished uploading the information:
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APPLICATION NOTE

a. Select a user code under Default user access code. This user code will be used for all
arming and disarming operations.

b. Save the configuration.

NOTE: if the user code does not have access to disarm a partition, the intrusion panel will not arm
that partition even if it is requested by the operator.

Programming user codes:

1) To program new user codes or to modify existing ones, go to the Devices tab and select
Integrated Component.

a. In the Integrated component tab, make sure the View component hierarchy button is
pressed.

b. To better manage the components, click on the All Components button and select Users.

ﬁ m @ @ @ Q 4 ‘ @ Al components -
View component hierarchy button @ &l components E

Gateway Do

Panel Ia Zone B

Caomponent IO_(U q@ Partition

Component bype

|,]. Partition

‘irtual keypad

c. Select the Corporate gateway that the intrusion panel is connected to under the Gateway
drop down list.

From the Panel drop down list, select the previously created intrusion panel.
From the Component drop down list, select a user and name the user accordingly.
In the Default user access code, enter the user code that will be used.

@ ~ o a

Save the configuration.

Component bype

ok ser

Default user access code

|z346]

Note that there is an icon in the Component type list box. This icon represents the status of the

component

- Component is waiting to be uploaded from the intrusion panel.
This scenario only occurs during the first upload from the
intrusion panel.

4 Component is waiting to be downloaded to the intrusion panel.
This icon occurs when an operator changes a user code.

i Component is ready to be used.
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NOTE: The EntraPass system can only download information from the intrusion panel while it is
disarmed. If the intrusion panel is armed, EntraPass will buffer the modification until the intrusion
panel disarms.

Arming and disarming via manual operations:

1) To request an arming or disarming of partitions, go to the Operation tab and select Integrated
component.

a. If shown, on the left pane select the proper intrusion panel.
b. On the right pane, select the partition you wish to arm or disarm.
c. Right click on the partition and select a task.

- Integrated Panel

1 (01) System Remave 5l

(017 Wirtual kevpad - 153 v Enable graphic

v Enable animation
(013 Zone 01 Columns »

{02) Partition 2 Partition arm away
Parkition arm skay
Parkition arm no entry delay

(02) Zone  O2
Parkition arm with code

{03) Partition 3 Disarm partition with code
Bull stakus
(03:1 Zone 03 Edit

(04) Partition 4 Extended selection box

v Toolbar

(04) Zone 04
Help

|

| 8858808519 sus

Viewing the virtual keypad:

1) To view and use the virtual keypad, go to the Operation tab and select the Integrated Panel
button.

a. If shown on the left pane, select the proper intrusion panel.
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‘ Integrated Panel
2assscs [T
|EE :‘ ﬁ All components |+ Q

{011 Sywskem
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Q% (02} Partition 2

(02) Zone 02

b. On the right pane, select the virtual keypad and right click on it.
c. Select virtual keypad.

Powered by  KANTECH

Using the mouse, you can click on any buttons on the Virtual Keypad as if you were using a
standard keypad. You can also use the computer keyboard to simulate the button pressing.

Intrusion on Graphics:

1) To view a virtual keypad or intrusion components from a graphic, go to the Definition tab and
select the Graphic button

a. Create a new graphic or choose the appropriate graphic from the Graphic drop down list.
b. Click on the Click here to create, edit or modify a graphic button.

c. Drag and drop the Panel component icon on the graphic screen.

d. Select the Keypad from the list box.
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Assign components

File ©Options Help
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e. From the Keypad icon, right click and select Default Double Click as Virtual Keypad.

Assign
Edit

Delete

Bring to fronk
Send to back.

Back to original size

v Disable animation on run time
Hink colarclBlack

Mone Default double-click

View parent
Full stakus

v Wirtual kevpad
Small Virtual kevpad

NOTE: You may also add zones and partitions on the graphic. You may arm and disarm
partitions by setting default double click functions.

f. Close the window by clicking on the X at the top.
g. Save the graphic.
h. You may view a graphic from the graphic desktop.
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Viewing events and reports:

1) To view intrusion events, go to the Desktop tab and select Desktop 1 Button.

a. From the Message list, you can view all the access and intrusion events.

| I | | Date and Time | Event message | Details ‘
,&E 3/24/2010 13:55:15 Access granted Controller #1 Door #1, 01:39554, Roland Alexandre
A 3/24/7010 13:55:17 Input in alarm Controller #1 Input #3
,&E 3/24/2010 13:55:17 Request to arm granted - Alarm interface Controller #1 Door #1, 01:39554, Roland Alexandre, 1832, Roland Alexa
Iy 3/24/2010 13:55:19 Partition exit delay in progress System
= 3/24/2010 13:55:19 Starting exit delay - Alarm interface Controller #1 Door #1
EE 3/24/2010 13:55:19 Door armed - Alarm interface Controller #1 Door #1
&) 3/24/7010 13:55:19 Relay activated by an event Controller #1 Relay #1, 400 #1, Door armed - Alarm interface
B 3/24/2010 13:55:20 Input restored or in normal condition Controller #1 Input #3
= 3/24/2010 13:55:24 Time-out on access granted Controller #1 Door #1, 01:39554, Roland Alexandre
& 3/24/2010 13:55:33 Partition away armed System
EH 3/24/2010 13:55:33 Ending exit delay - Alarm interface Controller #1 Door #1
e 3/24/2010 13:55:33 Partition user closing System

b. To view only access or intrusion events, click on the All Events button and select the proper
event type.

2 Messages list

i @ sequence - %ﬁ\levents

| | | | Date and Time '“&\Ievents

j: Access control events

Details ~

H 3/24/2010 %:21:07 AM {1) Server Workstation, Installer, South East Building ir
3/24/2000 9:37:36 av | |[h Intrusion events (1) Server Workstation, Installer, User Code 1
Lﬁj 3/24/2010 %:37:45 AM {1) Server Workstation, Installer, User - Panel 1 =

2) You may generate reports, video trigger, real time email notifications and alarm
acknowledgments based on intrusion events. You can better search for events by sorting by
access control events or intrusion events in the above mentioned windows.

Inkrusion events hd

EntraPass events

Intrusion events

Single partition management (by partition) via a reader:

1) To arm a single partition via a reader, go to the Devices tab and click on the Door button.

a. Make the appropriate Gateway, Site and Controller selections, and select the door used for
arming/disarming the partition.

b. Go to the Options and alarm system tab and click on External alarm system options
button.

c. Inthe Alarm system options window:
i. Forarming:

1. If you are arming via card and pushing button, choose the appropriate
input in the Arming request Input

2. If you are arming via card and keypad button, choose the appropriate
button to be used as an arming request in the keypad button drop down
list

ii. Choose when cardholders will be able to arm the intrusion system by choosing a
schedule in the Enable Arming Request schedule textbox.

iii. Choose which card holder will be able to arm the intrusion system by choosing a
single access level or group of access levels in the Arming access level
textbox.
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H— Alarm system options (KT-400 Integration) E|
Arming request | Input Disarming request Relsy | Partitions
Settings

Arring request input

I [ses]| [ Relock door o request to am

Enable arming request schedule [ Relack daor on arming after exit delay

@ Always valid schedule [---| [ Prevent arming request on input status
Armiing access level
| intrusinn smingjdisarming access group [ses]  koypad button

(7o [ Ko |7

iv. Go to the Disarming request tab and choose which card holder will be able to
disarm the intrusion system by choosing a single access level or group of access
levels in Postpone or disarm access level textbox.

}:- Alarm system options (KT-400 Integration) E|
Arming request Input Disarming request Relay Partitions
Settings

Input to postpone arming

Enable postpone arming schedule
[] Wait Far access aranted to postpone
Fostpone or disarm access level
| gintrusion armingjtdisarming arcess group [

I o OK I [ X Cancel ] I ? Help I

v. Go to the Partitions tab and under the Partition to arm textbox select the
partition associated to this door.

vi. Check the Authorize disarming during exit delay if you want to be able to
disarm during an exit delay.

ii- Alarm system options (KT-400 Integration) el
Arming requesk Input Disarming request Relay Partitions

Partition ko arm

| F.(Dl) System [...

[] Prevent arming when partition not ready

[ Include partitions state in the status relay

[ Include partitions alarm in the alarm relay

#Autharize disarming during exit delay:

I Ok l [ X cCancel ] [ ? Help

vii. Press Ok and save the door.

NOTE: The default user code programmed earlier in step 2.f is used as the user code for
arming and disarming of the partitions.
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Multiple partitions management (by user) via reader:
1) Go to the Users tab and click on the Card button.

a. Select a card or create a new one.

b. Go to the Intrusion tab and select a user code for the intrusion panel that will be associated to
the card holder.

c. Save the cardholder.

CEEx

i Iy @ @ Boa MO EH BR |

T |
Card user name ibOhn Smith iy Creation date 324f2010

J
Modification date 3{z4/2010
Card bype I [vee]

Modification count 1

[ Capy to visikor card

Card number General Access level Miscellaneous Comrment Usage Picture Intrusion

5 Pangl User
Marth East Building (05) partition 1 arming code

T

2) To arm multiple partitions via a reader, go to the Devices tab and click on the Door button.

a. From the Door drop down list, select the door used for the arming.

b. Go to the Options and alarm system tab and click on External alarm system options
button.

c. In the External alarm system options window:
i. Forarming:

1. If you are arming via card and pushing button, choose the appropriate
input in the Arming request Input

2. If you are arming via card and keypad button, choose the appropriate
button to be used as an arming request in the keypad button drop down
list

ii. Choose when then cardholders will be able to arm the intrusion system by
choosing a schedule in the Enable Arming Request schedule textbox.

iii. Choose which card holder will be able to arm the intrusion system by choosing a
single access level or group of access levels in the Arming access level
textbox.

_Hj Alarm system options (KT-400 Integration)

Arming request Input Disarming request Relay Pattitions

Settings

Arming requesk input

|| [---‘ [[] Relock door on request ta arm

Enable arming request schedule [] Relack door on arming after exit delay
& Always valid schedule [0"‘ [] Prevent arming request on input status
Arming access level
| &intrusiun arming/disarming access group [o.o‘ Keypad button
{ ¢ Ok ] [ x Cancel ] [ ? Help
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iv. Go to the Disarming request tab and choose which card holder will be able to
disarm the intrusion system by choosing a single access level or group of access
levels in Postpone or disarm access level textbox.

7}:—1 Alarm system options (KT-400 Integration)

Arming request Input Disarming request Relay Partitions

Settings

Input to postpone arming

| =

Enable postpone arming schedule

| =

[] Wait For access granted to postpone

Postpone ar disarm access level
| &intrus\un armingfdisarming access group [o..|
[ \/ [s]'4 l [ x Cancel l [ ? Help

v. Go to the Partitions tab and select which partitions in the Partition to arm list
box are associated to this door.

vi. Check the Authorize disarming during exit delay if you want to be able to
disarm during an exit delay.

_IF Alarm system options (Lobby and Backstore partition system) [E

Arming requesk Input Disarming request Relay Partitions

Fartition ta arm

(01} Labby Partition [ Prewvert arming when partition not readsy

& Parkition [ Include partitions state in the status relay

[ Include partitions alarm in the alarm relay

Authorize disarming during exit delay:

When door is disarmed
@ Ignore alarm partition

() Mave alarm ko the status relay

[ Vo | ’ X cancel ] ’ P Help ]

vii. Press Ok and save the door.

NOTE: With multiple partition management, a partition cannot be disarmed if another partition in that
door is disarmed.

NOTE: The intrusion panel user code must have access to disarm partitions.

NOTE: To request the disarming of a partition, the cardholder must swipe the card at the reader and
open the door.

Information furnished by Kantech™ is believed to be accurate and reliable. However, no responsibility is assumed by
Kantech for its use, nor any infringements of other rights of third parties which may result from its use. No license is granted
by implications or otherwise under any patent rights of Kantech.
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IT-100 to

KT-400

Option #1: RJ-12 Cable

+ 740-1047 adapter:

RJ-12 Male(clip down)(Fig.1)

RJ-12 Male(clip down)

740-1047 Fig.)

DB9-Male (outside adapter)

RJ-12(inside adapter)

L —_ =&
s =h L
il — — |3
g[: E]g (DRHOE) r YOIO10] )
= § = | {\ooen) | | |evooe
2 To § 2 To 3
3 To 4 To 1
4 T 3
5 TZ 2 To 2
6 To 1

Option #2: RJ-12 Male

to DB9 Male Cable:

RJ-12 Male(clip down)

DBY-Male(outside adapter)

(E

IT-100 to Corpo

rate Gateway

Option #1: RJ-12 Cable + 740-1047 & 740-1026 adapters:

Refer to Fig.1 for the RJ-12 cable and to Fig.2 for the 740-1047.

740-1026

DBY9-Female(outside adapter)

RJ-12(inside adapter)

1900010/
00100,

2 To 4
3 To 3
5 To 5

Option #2: Straight Serial Cable:

DBY9-Fem aleoutside adapter)

DBY9-Ma | (outside adapter)

[6/0/0/0/0]
00010

(DOO@E)
01000

2 To 2
3 To 3
5 To 5
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